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Abstract 
Digital currencies and transactions are becoming more prevailing these days. Systems like Bitcoin digital                           
currency[1], run on purely digital monetary transactions which are technically verified for correctness and validity,                             
but unregulated or unchecked for fraudulence. In massive networks like the Bitcoin transaction graph, thousands of                               
network updates or transactions occur per minute, and it becomes critical to be able to analyze a high volume of                                       
transactions in a way that makes it feasible to detect frauds and other behaviors. Given that bitcoin transactions are                                     
anonymous, fraud detection algorithms require to do network analysis, and current systems either work on batches,                               
offline information, or graphs smaller in size than the bitcoin network, all of which present limitations when trying                                   
to do analysis of each transaction before being confirmed. This paper describes the implementation of a scalable                                 
graph analysis system, which performs bitcoin long chain transaction behavior analysis in real time. We approach                               
real time analytics with the use of a modified PageRank[11] algorithm as a data sampling rate function, which ranks                                     
incoming transactions for deeper graph analysis processing. With the insight gained from this project: we 1) Identify                                 
long chain bitcoin transactions live, 2) apply a modified PageRank as a first step filter to select processing, 3) show                                       
the feasibility of performing real time  multi layer analysis that scales horizontally  

1  Introduction 
In Bitcoin, money is represented as a graph (blockchain). Money resides in a node of the graph (wallet)                                   
and it can be transferred to other wallets. Each of this transfers, or transactions, is modeled as a directed                                     
edge. This graph contains information of every single transaction: from the origin of the network with the                                 
first bitcoin ever created, to creation of new bitcoin, and how money has shifted owner over time. 
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The bitcoin network is anonymous by design in contrast to our current banking system, which renders                               
classic fraud detection algorithms unfeasible. Fraud detection instead relies on history of transaction,                         
which makes network analysis necessary. 
 
While network analysis for detecting fraud is proved useful[1], it has the additional challenge of being                               
computationally expensive. Fraud detection algorithms are more useful when executed before approving a                         
transaction, similar to a bank checking purchase patterns before authorizing a purchase. This is critical,                             
since due to Bitcoin’s nature, once a transaction is confirmed, the change is permanent [1]. 
 
The graph of bitcoin financial transactions continuously grows in size exponentially[2]. In 2013 the                           
network was processing around 86,000 transactions per day[2]. The record for 2015 was 211,121                           
transactions per day[2]. At this growth rate it is expected that the transaction graph will grow to over                                   
40TB in size by 2024[3]. Performing graph analysis on a single computer becomes less and less feasible                                 
as the network grows exponentially over time.  
 
In this paper we propose the implementation of a real time analytics system. The system achieves scale by                                   
splitting analysis by tiers. Using a modified PageRank algorithm which takes in consideration transaction                           
weight as a data sampling rate function, the system can decide in real time which transactions require                                 
deeper graph analysis processing. Each tier has a specialized analysis pipeline, and ranking helps decide                             
in which tier a transaction should be processed. Computation among tiers can be scaled by adding more                                 
compute nodes, which increases the transaction per second throughput of the system, achieving horizontal                           
scalability. This methodology differs from other existing system which do processing offline in batches                           
like Hive [4], or do real time calculations, but  over static datasets like GraphX [5].  
 
The feasibility of the system was evaluated by implementing a specific algorithm for fraud detection, long                               
chain behavior detection[6], using network analysis over bitcoin data. This methodology was verified by                           
connecting the analytics system to the bitcoin network, reading inputs in real time to perform long chain                                 
detection. 

2  Terminology  
Address: Hash key to where a bitcoin value is assigned to. The equivalent to a bank account number. [7] 
Block: A record of transactions between addresses. Bitcoin value is defined by an initial mined amount, 
and a list of transactions of where such money has gone through. 
Blockchain: The bitcoin transaction database shared by all nodes. It contains the copy of every 
transaction ever executed. This helps calculate the value belonging to each address at any point in history. 
Each block in the chain is stored chronologically, and it’s computationally impractical to be modified, 
given every block generated afterwards would have to be regenerated, thus preventing doublespending of 
bitcoins. 
Mining: The act of generating bitcoins. 
Transaction: a set of input and output addresses, and an amount of bitcoin transferred between each. A 
transaction can have multiple inputs and outputs. 




